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Executive Summary 

 

BRIDGING THE GAP is a 24 month duration project funding from the European Union’s Erasmus+: 

KA220-YOU under Grant Agreement 2021-1-EL02-KA220-YOU-000028780.  

The overarching objective of the BRIDGING THE GAP project is to provide a holistic approach beyond 

a classical skill-matching system to a system that will bridge the gap as to who are the underprivileged 

and why are they underprivileged and how education and skill improvement will benefit them. 

The main purpose of this document is to a report the progress of the BRIDGING THE GAP project during 

the deliverable 3.1. More specifically, this deliverable reports on Project Results 3 findings that provide 

a detailed explanation of the agent-based architecture of the system, with particular emphasis on the 

process of designing and implementing the system. The reports cover the proposed design of a 

microservice-based multi-agent system aimed at the labor market. 
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1   Introduction 

1.1 Purpose of the document 

The purpose of this document is to present the progress of the project during the second 

implementation phase regarding the implemented research activities as they are reported in Project 

Results 3 (deliverable 3.1).  

1.2 Intended audience 

The intended audience of this document consists of the following target groups: 

 BRIDGING THE GAP project partners and the Project Officer at the National Agency 

 Young people, especially on the Balkan area, that are interested in skill building/matching 

 Labour market actors 

 Universities, course providers 

1.3 Work Package Objective  

The results included in this deliverable are part of O3 result type representing the “Development and 

integration with the agent-based module”. O3 aims to design and develop an agent-as-a-service 

approach to support the objectives of the project tools. The Multi-Agent System (MAS) is responsible 

with the skill building component that complements the skill matching component provided by other 

tools.  

To anticipate and analyse skills needs, to support and facilitate regional forecasting and monitoring as 

far as the needs for jobs and education are concerned, the achievement of O3 assumed the realization 

of the following tasks: 

- Design & Implement agent-based architecture (T3.1) 

- Design & Implement Intelligent service for skill-building (T3.2a) 

- Design & Implement Intelligent service for predicting needs concerning labour market (T3.2b) 

Results obtained in T3.1 are included in this deliverable that addresses sub objective O3.1 “Module 

(agent-based) architecture”. Results obtained in T3.2a and in T3.2b are aggregated and included in 

another deliverable that addresses sub objective O3.2 focused on “A virtual assistant service for 

designing and proposing life-long training paths for skill-building”. 

A part of the results included in this report were presented in an international conference and are under 

publication [5]. Some of the results included here were presented at the DAAD workshop [6]. 

1.4 Structure of the document  

In chapter 2, this report provides a general overview of essential methods and technologies needed to 

support our work: MAS technologies, microservices and containerization. 

In chapter 3, this report introduces our proposed MAS architecture focusing on its general principles, 

agent categorization and agent interaction. 

In chapter 4, this report provides some details of our implementation using state-of-the-art software 

technologies. We also present the activities that have to be followed for deploying our architecture as 

part of a real application, by covering setup and general integration principles. 

In chapter 5, this report concludes the findings. 
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2 Theoretical knowledge 

The pillars of our proposed MAS architecture consist of MAS and microservice technologies, so we 

briefly outline them in the next two sub-sections. 

2.1 MAS Technologies 

The most common definition found in the current software engineering literature considers that an 

agent is a situated software entity (i.e. it exists in a certain virtual or physical environment) that acts 

autonomously on behalf of others (humans, groups, teams, organizations) [1].   

 

 

Figure 1: Generic agent parts and interfaces. 

 

An agent is able to perceive its environment via sensors, to act upon its environment via actuators and 

to communicate with other agents. For this purpose, agent architecture contains several components 

for sensing, actuation and communication that provide suitable interfaces with the environment and 

with other agents in the system (see Error! Reference source not found.). 

Additionally agents are endowed with intelligence represented by specific forms of reasoning and 

knowledge processing. Intelligence is required for letting agents perform high-level tasks required for 

decision making, learning and prediction. Intelligence is provided by a specialized reasoning component 

of the agent that exploits factual data obtained by the agents through their perception and 

communication interfaces and knowledge that can be externally provided by knowledge engineers or 

synthesized from data by the agents themselves using machine learning and data mining. 
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Agents rarely exist in isolation. Most often they are organized in groups, teams and societies that define 

multi-agent systems (MAS). Agents in MAS can engage in complex and various relations ranging from 

competition to collaboration or subordination to peer-to-peer, depending on situations and applications. 

Agents’ interaction is enabled via their communication interfaces that are driven by standardized 

interaction protocols and semantics of communicative acts. 

MAS are deployed and run over specialized software infrastructures that provide the set of 

functionalities that are vital for the existence of a realistic multi-agent application. Seen from the 

perspective of distributed and Web systems technologies, such infrastructures are placed at the 

middleware level and they include a collection of software functionalities and services that assure: agent 

lifetime management, agent communication and message transport, agent naming and discovery, 

mobility, security, etc.  

An agent framework is a software infrastructure available as a software library, a language 

environment, or both, which provides the core software artefacts needed for creating the skeleton of a 

multi-agent system. A software package that provides the core functionalities for deploying and running 

multi-agent applications is traditionally known as an agent platform. An agent toolkit is a more complex 

software infrastructure that allows both the development and deployment of a multi-agent system. It 

is sometimes known as an agent development environment, because of its expected support for all 

engineering stages of a multi-agent application from requirements to deployment, maintenance and 

evolution. 

Most often, a multi-agent system is deployed and runs on top of an agent platform. If an agent platform 

is not available, at least an agent framework is usually utilized to create the multi-agent system which 

is then run on a general purpose middleware platform. Agent code can be programmed either using a 

general-purpose programming language linking with software libraries available in the agent framework 

via the framework API, or using one of the agent programming languages (see the previous section). 

Sometimes agent platforms are required to comply with a certain standardized architecture. IEEE 

Foundation for Intelligent Physical Agents (FIPA) aims to “promote agent-based technology and the 

interoperability of its standards with other technologies.” It supports FIPA specifications that “represent 

a collection of standards which are intended to promote the interoperation of heterogeneous agents 

and the services that they can represent” [2]. FIPA defines specifications for: agent architecture, agent 

management, message transport, interaction protocols, and agent communication language. 

While not exactly following FIPA specifications, in the development of our microservice-based MAS 

architecture for this project we have followed general principles and guidelines that are originating from 

FIPA by specialising them in the context of microservice and Web technologies. Therefore we facilitate 

interoperation of our MAS with other MAS technologies, as well as with contemporary systems built 

using state-of-the-art Web technologies.  



BRIDGING THE GAP 
BRIDGING THE GAP DELIVERABLE 3.1 

   

  
 

 

 

11 
 

  

2.2 Microservices and Containerization 

Following [3], microservice architectural style is an extension of Service-Oriented Architecture (SOA) 

for developing applications as suites of small and independent (micro)services. Each microservice is 

built around a business capability, it runs in its own process, and it communicates with the other 

microservices in an application through lightweight mechanisms.  

Microservices represent architectural elements that are loosely coupled and that can be independently 

and fully automatically. The independent deployment is often achieved by exploiting lightweight, 

container-based platforms [8]. 

Microservices are claimed to have both “pains” and “gains” [3]. Among interesting gains that are 

relevant for our project there are: i) design: decentralized governance, message brokering, isolation, 

flexible API; ii) development: loose coupling, granularity, technology independence, data isolation; iii) 

operation: independency, fault isolation, scalability, updateability. On the other hand, some of the 

mentioned “pains” that can be satisfactorily improved using MAS approach include: i) design: 

communication heterogeneity; ii) development: heterogeneity; iii) operation: service coordination. For 

example, agents employ standardized interaction protocols and standardized internal architectures that 

can at least partly solve some of these problems. 

The design of information systems based on microservice architecture poses numerous challenges, 

therefore a disciplined approach is needed [7]. Adopting a MAS based approach to microservices, 

automatically brings in the benefits of employing MAS software engineering methodologies for the 

development of such microservice-based systems. 

Containerization is a virtualization technology that encapsulates an application's code, runtime 

environment and dependencies into compressed pieces. Through such encapsulation, applications are 

portable and will run consistently in different environments (including physical servers, virtual machines 

or cloud platforms). 

As stated in [8], “containers hold self-contained, ready-to-deploy applications and middleware for 

running them. Tools like Docker1 use container engines to package applications, requiring managing 

dependencies between containers in multi-tier applications.  

An orchestration plan describes components, their dependencies, and lifecycle in a layered plan, which 

can be executed through agents in a PaaS cloud. Containerization facilitates the transition from single 

applications in containers to clusters of container hosts that can run containerized applications across 

cluster hosts. Containers are grouped into interconnected clusters, with application services, volumes, 

and links for data persistence. The setup and management of these container clusters require 

orchestration support for inter-container communication, links, and service assemblies.”  

 

                                                
1 https://www.docker.com/ 
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3 Microservice-Based MAS Architecture 

3.1 GENERAL OVERVIEW 

As depicted in Error! Reference source not found.Error! Reference source not found., the 

backbone of our microservice-based MAS framework consists of an event stream. Agents interact in 

this framework through message exchange using a publish-subscribe approach on the event stream 

comprising various channels. Agents subscribe to channels based on the type of the required 

interaction. 

 

Figure 2: Microservice-Based MAS Architecture. 

 

The agents' behaviour is implemented using a producer-consumer pattern to generate and consume 

triggering events on the event stream. Agents create or receive events from the stream by subscribing 

to task-related channels. This approach allows us to build agents independent of programming 

languages or technologies. For example, we can build agents in Python or JavaScript. Another 

advantage of this approach is that we can integrate other agent-based frameworks as services that can 

easily interact with the rest of the system (e.g., rule-based or Belief-Desire-Intention agents). 

We have determined that a microservice-based architecture suits well for the implementation of our 

MAS. This approach entails dividing software programs into distinct, business-driven services that can 

be distributed vertically. The benefits of employing a microservice architecture are numerous. These 

services, for instance, can be developed using a variety of programming languages, scale independently 

of other services, and be installed on hardware that best meets their particular requirements. 

Furthermore, due to their size, microservices are more fault-tolerant and easier to maintain than 

monolithic systems, as the failure of a single service does not result in a system-wide outage. Given 

the distributed characteristics and all the advantages depicted above, microservices are suitable for the 

implementation of MAS. However, the transition to a microservice-based strategy may prove difficult, 

as described by [3, 4]. 
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An agent or a population of agents that are meant to solve a task can be deployed as a service that 

runs in a container. In the context of microservices, a container is a self-contained package that 

provides all the components and run-time that are necessary to run a software application (e.g., agents, 

event streams, data processing packages). 

3.2 Agent Types and Interaction 

The main agent types are depicted in Error! Reference source not found.. We have defined three 

base types of agents: 

 Interface agents. They are facilitating communication with the external environment and 

systems.  

 Middle agents. They facilitate management of agents, as well as interaction and coordination 

between agents.  

 Task agents. They are responsible for completing specific application-oriented tasks. 

 

Figure 3: Agents types and their interaction. 

 

Agents interact by posting messages onto the event stream and receiving notifications from papers 

based on their subscribed channels. 

3.3 Data Model 

The system developed in this project uses the “European classification of Skills, Competences, 

Occupations and Qualifications” known as ESCO2. Based on the data recorded in our system database 

we have devised a semantic data model that is useful for our MAS to achieve its purpose but letting 

the agents to communicate in a meaningful way. Using this model we also address the multilingual 

aspect of the project that requires communication with users in 4 languages (Greek, Romanian, 

                                                
2 European Commission, ESCO. https://esco.ec.europa.eu/en 

https://esco.ec.europa.eu/en


BRIDGING THE GAP 
BRIDGING THE GAP DELIVERABLE 3.1 

   

  
 

 

 

14 
 

  

Bulgarian and English). So our agents are able to overcome the language barriers by aligning their 

communication using the semantic data model. 

The semantic data model employed by our MAS is presented in Error! Reference source not found.. 

 

 

Figure 4: Semantic Data Model. 

 

 

 

 

 

 

 

 

 



BRIDGING THE GAP 
BRIDGING THE GAP DELIVERABLE 3.1 

   

  
 

 

 

15 
 

  

4 Implementation and Deployment 

4.1 Agents Implementation 

The system is deployed on a microservice-based architecture. Each agent runs in a separate Docker 

container. The event stream is built over Apache Kafka [1] and each agent will produce and/or consume 

events over it. The behaviour of agents can be written in any programming language with respect to 

the communication mechanisms described in the subsection below. A Dockerfile is a blueprint that 

contains the steps to construct a Docker image from scratch. A Docker image allows you to create an 

application in a way that is quite convenient. In simple terms, it packages everything that an application 

requires to function properly. In Listing 1, we provide an example of a Docker file to create a generic 

agent in a Docker container. 

 

# Use an official Python runtime as the base image 

FROM python:3.9 

 

# Set the working directory in the container to /app 

WORKDIR /app 

 

# Copy the requirements.txt file to the container 

COPY requirements.txt . 

 

# Install the required packages 

RUN pip install --no-cache-dir -r requirements.txt 

 

# Copy the source code to the container 

COPY agent.py . 

 

# Set environment variables for the application 

ENV PYTHONUNBUFFERED=1 

 

# Start the application 

CMD ["python", "agent.py"] 

 

Listing 1 Example of a Dockerfile for building a Docker container of a generic agent 

 

Agents can typically operate from their individual containers. However, there may be instances where 

a group of agents function from a single container. For instance, agents that mimic users can operate 
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from a dedicated container. This approach is advantageous as it facilitates computer resource 

management, particularly when there is a need to create new agents to impersonate users. 

4.2 AGENTS COMMUNICATION 

The communication between agents is made through the exchange of messages over an event stream. 

The event stream is implemented using Apache Kafka topics.  If a sender agent wants to send a 

message to another receiver agent, the sender must generate a new event, and the receiver should 

listen for corresponding types of events. An event has three components: eventType, payload, and 

metadata. 

 

 

Figure 5: Publish-Subscribe Protocol over Apache Kafka Event Stream in MAS Context. 

 

The eventType is inspired by FIPA ACL message structure specification3:  

i) inform - an agent informs another agent about some fact; 

ii) request - an agent ask another agent to perform an action;  

iii) confirm - receiving information confirmation;  

iv) disconfirm – denies a certain claim, statement or belief; 

v) failure - triggered when an accepted task fails;  

vi) cancel - cancel a prior request. The $payload$ is the body of the event 

and $metadata$ contains information about the timestamp, sender and 

receiver. 

 

4.3 DEPLOYMENT 

Currently, our development workflow involves local container creation and code composition. Initially, 

we build and configure Docker containers locally, where we write and test the code for the agents as 

microservices. Once satisfied with the local development, we transfer the necessary files to a remote 

server. On the remote machine, we upload the files and initiate the rebuilding of the containers. This 

                                                
3 http://www.fipa.org/specs/fipa00061/SC00061G.html 
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approach allows us to iterate on our code and container configurations locally before deploying the 

updated application on the remote server. While effective, we are exploring ways to enhance this 

process by implementing a CI/CD pipeline using tools like Jenkins, GitLab CI/CD, or GitHub Actions, 

enabling automated builds and deployments whenever changes are pushed to the code repository. This 

automation aims to streamline the deployment process, reduce manual intervention, and ensure a 

consistent and reliable deployment workflow. 
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5 Conclusion 

In this report, we introduce a multi-agent system built upon a microservices architecture, providing a 

comprehensive overview of its structure. We detailed the architecture of the system, shedding light on 

the diverse types of agents and illustrating their interactions. Furthermore, we outlined the processes 

involved in the implementation and deployment of this system. 

An essential insight derived from our research is the inherent modularity of the suggested system. This 

modular design not only simplifies the process of customizing but also optimizes the expansion to adapt 

to different development and deployment situations. 
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